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Bullding a Zero-lrust Edge

Bringing networking and security technologies together to deliver an all-encompassing zero trust environment.
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Bullding a Zero-Irust Edge

Bringing networking and security technologies together to deliver an all-encompassing zero trust environment.

Opportunities for
NMISPs/MSSPs

— Definition of Zero-Trust Edge &

For two decades or more, the IT industry relied on a perimeter-based security system. Sign in and just about everything could be accessed. But this security perimeter has been slowly
eroding, driven by the rise in mobile devices, cloud computing and telecommuting and a dawning awareness that it was becoming impossible for the perimeter to be truly secure.

The end may have been hastened with the onset of the pandemic as hordes of employees were sent home to work. Many of these remote workers initially connected via traditional virtual
private networks (VPNSs), but it soon became clear that the deluge of new connections was putting the network at risk. In addition, traditional network architectures with a complex patchwork
of security products are no longer effective against multiplying vulnerabilities. All these factors expand the attack surface and increase your customer’s vulnerability to advanced threats.

At the same time, networking and security have increasingly become more interconnected, giving way to the secure access services edge (SASE). SASE, as Gartner defines it:

“ “...delivers converged network and security-as-a-service capabilities, including SD-WAN, SWG,

CASB, NGFW and zero trust network access (ZTNA). SASE supports branch office, remote worker and
on-premises secure access use cases. SASE 1s primarily delivered as a service and enables zero trust

access based on the identity of the device or entity, combined with real-time context and security and
compliance policies.” ’ ’

Enter the Zero-Trust Edge (ZTE) @
Overview of Building a ZTE Architecture @
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Bullding a Zero-Irust Edge

Bringing networking and security technologies together to deliver an all-encompassing zero trust environment.

Definition of Zero-Trust Edge @

~ Enter the Zero-Trust Edge (ZTE) @

In the simplest definition, ZTE merges networking and security functions and delivers them as a service. It “connects internet traffic to remote sites using Zero Trust access principles, primarily by
utilizing cloud-based security and networking services”.?

The tighter integration of networking and security inherent in ZTE has been hastened by these principles:®

1. Network traffic must adhere to strict security trust levels and comply with established policies.
2. Organizations must adopt ZTE policies and pursue networking with a security-centric approach instead of overlaying security onto corporate networks.
3. All clients and endpoints must have secure internet access, capable of neutralizing or bypassing potential malware threats at any point in the network.

In effect, ZTE uses zero trust network access (ZTNA) to authenticate and monitor users and devices as they connect, providing a more secure internet on-ramp that’s accessible from anywhere.
Additional ZTE components include secure web gateway (SWG), software-defined wide area networking (SD-WAN), and cloud access security broker (CASB).

But ZTE is not SASE. While their goals are largely the same, SASE converges SD-WAN and multiple network security services into a unified cloud-based offering for secure, efficient network access of
increasingly remote and distributed workforces. ZTE takes a slightly different and more stringent approach. It assumes a worst-case scenario and focuses intently on zero trust to authenticate every
connection and enforce zero trust principles across the network infrastructure.

~

Having evolved from SASE, ZTE itself continues to evolve with Forrester describing it this way:

“ Organizations are using ZTE to protect remote workers, retail outlets, and branch offices in the short term. In
five years, they will use ZTE to securely connect data centers, factories, and hospitals. In its final form, ZTE
will fully converge networking and security, combining Zero Trust security principles and software-defined

networking into a cohesive set of cloud-delivered and managed services. * ’ ’

In other words, ZTE puts more emphasis on zero trust by viewing every network transaction as potentially risky and authenticating every transaction as a result. It provides a more secure gateway to
the internet and access to an organization’s applications and data for their distributed sites and remote workforce.

Overview of Building a ZTE Architecture @

Solutions to consider @
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Bullding a Zero-lrust Edge

Bringing networking and security technologies together to deliver an all-encompassing zero trust environment.

Definition of Zero-Trust Edge @)
Enter the Zero-Trust Edge (ZTE) @

— Overview of Building a ZTE Architecture @)

Z'TE essentially forms a new perimeter by converging networking and security and through continuous validation of user identity and context, grants explicit access to applications.

Security components are put into an edge-hosted security stack, with some components requiring local infrastructure due to bandwidth constraints. A cloud-based solution is preferable due to
the sheer volume of data being collected, stored and processed for analysis.

After deployment, your customer can centrally manage, monitor and analyze their security and networking services, whether theyre hosted on the cloud or remotely. The ultimate objective is to

provide stringent security without compromising on networking capabilities.?

1 Zero Trust Access Authentication Remote Zero Trust Edge (ff\
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Security controls can be hosted in an edge network, or on-prem 0] o) 28
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4 Remote users directed to cloud applications via CASB
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@ BRANCH
SD-\WAN is a foundational control for physical locations

For precisely these reasons, it’s crucial for you to stay on top of the fast-moving advancements in AI and how they can impact your customer’s security environment.

Solutions to consider @
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Bringing networking and security technologies together to deliver an all-encompassing zero trust environment.

Definition of Zero-Trust Edge @)

Enter the Zero-Trust Edge (ZTE) @

Opportunities for
NMISPs/NMSSPs

— Overview of Building a ZTE Architecture @)

There are currently three approaches that can be used for a ZTE implementation:?

1. Cloud-based ZTE — This cloud-delivered service, which mirrors SaaS delivery
models, employs multiple points of presence (POPs) with inherent ZTE capabilities.

2.7ZTE as an Extension of a WAN connection service — A carrier provides ZTE
functionality as well as outsourced security. There are several on-premises offerings
with SD-WAN/ZTE combinations, but they typically lack the agility of cloud-based
systems and require policy configurations for each individual service—all of which make
a single, holistic solution impossible.

3. Homegrown ZTE — Organizations can build their own ZTE solution using cloud
service providers for points of presence (POPs) and cloud-hosted firewalls, along with
other cloud-based security services. Although this approach is eminently flexible, it’s
typically viable only for large and agile enterprises that have the resources needed

to build and manage their own solution and monitor the evolving landscape for
components and cloud services to stay ahead of the security curve.

Cloud-based ZTE delivers the most value because it relies on:?2

As a result, an integrated, cloud-based ZTE provides:?

e Unified cybersecurity infrastructure — Consolidates multiple cybersecurity tools into
a unified solution for a more efficient, manageable cybersecurity infrastructure that simplifies
threat management.

e Better risk mitigation — Substantially enhances overall network security and provides
more proactive security management with consistent and coordinated security policies ingrained
at every level of the network, rigorous and continuous authentication of every transaction, and
improved incident response and simplified troubleshooting.

e Better network performance — Eliminates traditional VPNs and associated data
backhauling and employs cloud on-ramps for global connectivity and security inspection,
boosting performance.

e Optimized user experience — Improves network performance and throughput,
significantly accelerating application performance for a better, more productive user experience.

 Improved cost-effectiveness — Delivers significant cost savings and ensures your customer
only pays for the resources they use due to automated, cloud-based ZTE.

« Cloud-based network and security management that provides a single set of policies for users across the enterprise, as well as management tools for networking, firewall, and other SD-
WAN functionality to reduce errors, increase efficiency, and facilitate setting up similar policies for multiple systems.

« Monitoring, management and analysis tools that link networking and security. This hallmark of ZTE enables better use of links, helps identify network anomalies that can lead to security
issues, and enables the entire network to be monitored. Cloud-based solutions are also needed to collect, store, and process the sheer volume of data needed to produce the needed analytics.
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Bullding a Zero-lrust edge

Bringing networking and security technologies together to deliver an all-encompassing zero trust environment.

Solutions to consider &

Dell Technologies

» Dell EMIC PowerEdge Servers -These servers provide a
cyber-resilient infrastructure with built-in security features
that support zero trust principles. They offer secure boot,
system lockdown and firmware protection.

» Dell EMIC OpenlMlanage -This suite includes tools for
managing and automating server infrastructure, ensuring
consistent security configurations and compliance with
zero trust policies.

e Dell EMIC PowerScale -This scale-out NAS solution
follows the zero trust model and can be deployed across the
enterprise, from edge to core to cloud, handling demanding
file-based workloads securely.

HPE Aruba

« HPE Aruba Networking Zero Trust Nletwork Access
(ZTNA)-This advanced ZTNA service uses identity, policy
and context to broker secure, one-to-one connections to

private apps (even VoIP, AS400 and ICMP)—replacing VPN
without network access or exposure.

» Secure web gateway (SWG) - Using advanced SSL
inspection, URL filtering and DNS filtering, this SWG
ensures that authorized users get fast, secure internet
access—while protecting the business from Internet- based
threats.

e Cloud access security broker (CASB) - This solution
mediates the connections between users and cloud
applications, helps discover shadow IT to apps and ensures
sensitive data in motion remains protected, while helping
prevent cyberthreats.

Palo Alto Nletworks

Palo Alto’s portfolio of platforms consolidates best-in-class
capabilities under a single, unified cybersecurity solution to
outpace cyberthreats with:

e Nletwork Security - Leverage an industry-leading firewall
platform and comprehensive Prisma SASE solution
available across hardware, software and cloud-based form
factors.

« Cloud Security - Comprehensive security through Prisma
Cloud from development to runtime across multicloud and
hybrid environments

« Security Operations - A new approach to SOC with
Cortex XDR, XSOAR and XSIAM providing advanced

visibility, data, analytics and automation capabilities.

Splunk

« Splunk Enterprise Security (ES) - Get real-time

monitoring, advanced threat detection, and data-driven
security insights for fast response to potential threats.
Robust analytics capabilities enhance visibility for easier
management of tasks to complex cyber threats.

e Splunk SOAR (Security Orchestration, Automation,
and Response) - Streamline security operations across
security tools and accelerate incident response, helping
teams efficiently resolve threats while freeing time for
strategic activities. Customizable playbooks ensure a
proactive and adaptive security posture.

e Splunk User Behavior Analytics (UBA) - Detect unusual
behavior and potential threats with contextual insights
that help security teams quickly identify and mitigate risks.
Supports multiple use cases to enhance overall security
visibility and operational effectiveness.
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Understanding Zero-Irust Principles

As the number and sophistication of cyberattacks increases, your customer knows how critical it is to build and refine their cybersecurity
strategies. With zero trust as the foundation for ZTE, it’s also important to understand that the “never trust, always verify” approach requires Rl -
every access request to be verified. Here are some additional zero-trust principles to understand in the context of ZTE: At

Principle of Least Privilege® @

Microsegmentation @

Continuous Authentication and Authorization® @
Zero-Trust Network Access (ZTNA)® Q

Device and User Identity \Verification® @)

Solutions to consider @
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Understanding Zero-Irust Principles

As the number and sophistication of cyberattacks increases, your customer knows how critical access request to be verified. Here are some additional zero-trust principles to ' g““
it is to build and refine their cybersecurity strategies. With zero trust as the foundation for ZTE,  understand in the context of ZTE:
it’s also important to understand that the “never trust, always verity” approach requires every
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—Principle of Least Privilege® @)

Both zero trust and least privilege address shortcomings of traditional models by establishing secure, identity-based access controls and both play a critical role in helping your customer define and refine a strong
cybersecurity framework to minimize the attack surface. It starts with a thorough understanding of your customer’s data and systems and identifying the resources that need to be protected. Then you can restrict
user access to only what’s necessary for each user or group of users and their associated job functions to minimize potential damage and protect sensitive data from unauthorized access.

The principle of least privilege also helps organizations to implement strict access controls and limit user access to sensitive data in compliance with regulatory requirements, such as HIPAA and PCI DSS.

Microsegmentation 0

Continuous Authentication and Authorization® @

Zero-Trust Nletwork Access (ZTNA)® Q

Device and User Identity \Verification® @)

Solutions to consider @
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Principle of Least Privilege® @

— Mlicrosegmentation Q

Network segmentation isn't new, but a zero-trust strategy suggests segmenting the network into even smaller, isolated units—such as networks, workloads, and applications—for even
more granular control. If your customer’s environment is breached, having microsegmentation will limit the lateral movement of potential threats, contain the threat and keep the
malware from spreading throughout the environment.

Continuous Authentication and Authorization® @

Zero-Trust Nletwork Access (ZTNA)® Q

Device and User Identity \erification® @)

Solutions to consider @
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Understanding Zero-Irust Principles

As the number and sophistication of cyberattacks increases, your customer knows how critical access request to be verified. Here are some additional zero-trust principles to
it is to build and refine their cybersecurity strategies. With zero trust as the foundation for ZTE,  understand in the context of ZTE:
it’s also important to understand that the “never trust, always verify” approach requires every

Principle of Least Privilege® @

Microsegmentation @)

~ Continuous Authentication and Authorization® €

An ongoing process that requires significant resources, continuous monitoring and authorization is essential to maintaining the security of an organization’s
systems and data. It includes:

« Monitoring user activity, network traffic, and device posture to detect any suspicious activities and respond accordingly.
« Ensuring that users maintain the required level of privileges to mitigate the risk of unauthorized access and potential data breaches.
« Getting a more complete picture of user activity and network traffic and assessing suspicious activity through log collection, analysis, and correlation.

« Veritying user identities and device posture, including checking user credentials and ensuring that devices have the latest security patches and configurations.
« Monitoring for anomalies in user behavior, such as unusual login times or access to sensitive resources.

Zero-Trust Nletwork Access (ZTNA)® Q

Device and User Identity \Verification® @)

Solutions to consider @
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Understanding Zero-Irust Principles

As the number and sophistication of cyberattacks increases, your customer knows how critical access request to be verified. Here are some additional zero-trust principles to f{;%
it is to build and refine their cybersecurity strategies. With zero trust as the foundation for ZTE,  understand in the context of ZTE:
it’s also important to understand that the “never trust, always verify” approach requires every

Principle of Least Privilege® @
Microsegmentation Q
Continuous Authentication and Authorization® @

—Zero-Trust Network Access (ZTNA)® @

Where a traditional VPN assumes that anyone or anything that passes network perimeter controls can be trusted, ZTNA assumes that no user or device can be trusted to access

anything until it proves otherwise. It creates a context-based logical boundary for application access by hiding all applications on the network and allowing access based on attributes

such as user identity, device, geolocation, and other factors to reduce the attack surface. ZTNA then provides secure remote access—based on clearly defined access control policies—to
applications, data and services when users, workloads or data may reside outside the traditional perimeter.”

Device and User Identity \Verification® @)

Solutions to consider @
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Understanding Zero-Irust Principles

As the number and sophistication of cyberattacks increases, your customer knows how critical access request to be verified. Here are some additional zero-trust principles to
it is to build and refine their cybersecurity strategies. With zero trust as the foundation for ZTE,  understand in the context of ZTE:
it’s also important to understand that the “never trust, always verity” approach requires every

Principle of Least Privilege® @

Microsegmentation @

Continuous Authentication and Authorization® @

Zero-Trust Nletwork Access (ZTNA)® 0

—Device and User ldentity \/erification®

0

When identity is verified only once at login, bad actors only have to bypass this one layer to gain access to a user’s account. Breaches, account takeover attacks and other potential
threats typically follow. To protect against these and other threats, organizations need to consider both user and device verification.

Most user identity verification methods verify a user’s identity in real-time, from the beginning of their session to the end, while device authentication verifies the device’s legitimacy
for access using methods such as certificates installed on the device, client apps or hardware tokens. Biometrics can also be used for both user and device authentication.

Continuous authentication systems use multiple streams of data to develop a profile of each user’s expected behaviors. If a given user behaves in the expected way, they continue their
session normally. But if a user does something unexpected—such as logging in from a new location, using a different device or moving their mouse in an unusual way—it can be further
investigated or an additional step can be introduced. This process allows your customer to be “less trusting” without sacrificing the user experience.

Solutions to consider @

Opportunities for
MSPs/MSSPs
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As the number and sophistication of cyberattacks increases, your customer knows how critical
it is to build and refine their cybersecurity strategies. With zero trust as the foundation for ZTE,

it’s also important to understand that the “never trust, always verity” approach requires every

Solutions to consider &

Dell Technologies

» Dell EMIC PowerEdge Servers -These servers provide a
cyber-resilient infrastructure with built-in security features
that support zero trust principles. They offer secure boot,
system lockdown and firmware protection.

» Dell EMIC OpenlMlanage -This suite includes tools for
managing and automating server infrastructure, ensuring
consistent security configurations and compliance with
zero trust policies.

e Dell EMIC PowerScale -This scale-out NAS solution
follows the zero trust model and can be deployed across the
enterprise, from edge to core to cloud, handling demanding
file-based workloads securely.

HPE Aruba

« HPE Aruba Networking Zero Trust Nletwork Access
(ZTNA)-This advanced ZTNA service uses identity, policy

and context to broker secure, one-to-one connections to
private apps (even VoIP, AS400 and ICMP)—replacing VPN
without network access or exposure.

» Secure web gateway (SWWG) - Using advanced SSL
inspection, URL filtering and DNS filtering, this SWG
ensures that authorized users get fast, secure internet
access—while protecting the business from Internet- based
threats.

e Cloud access security broker (CASB) - This solution
mediates the connections between users and cloud
applications, helps discover shadow IT to apps and ensures
sensitive data in motion remains protected, while helping
prevent cyberthreats.

Palo Alto Nletworks

Palo Alto’s portfolio of platforms consolidates best-in-class
capabilities under a single, unified cybersecurity solution to
outpace cyberthreats with:

access request to be verified. Here are some additional zero-trust principles to
understand in the context of ZTE:

e Nletwork Security - Leverage an industry-leading firewall
platform and comprehensive Prisma SASE solution
available across hardware, software and cloud-based form
factors.

e Cloud Security - Comprehensive security through Prisma
Cloud from development to runtime across multicloud and
hybrid environments

» Security Operations - A new approach to SOC with
Cortex XDR, XSOAR and XSIAM providing advanced
visibility, data, analytics and automation capabilities.

Splunk

« Splunk Enterprise Security (ES) - Get real-time

monitoring, advanced threat detection, and data-driven
security insights for fast response to potential threats.
Robust analytics capabilities enhance visibility for easier
management of tasks to complex cyber threats.

e Splunk SOAR (Security Orchestration, Automation,
and Response) - Streamline security operations across
security tools and accelerate incident response, helping
teams efficiently resolve threats while freeing time for
strategic activities. Customizable playbooks ensure a
proactive and adaptive security posture.

e Splunk User Behavior Analytics (UBA) - Detect unusual
behavior and potential threats with contextual insights
that help security teams quickly identify and mitigate risks.
Supports multiple use cases to enhance overall security
visibility and operational effectiveness.
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Designing the Zero-lrust edge Architecture

A zero-trust architecture (ZTA) helps your customer manage today’s most pressing cybersecurity and audit concerns. By instilling the core zero-trust principles of “never trust, always
verity” and “assume breach,” you can help bring about a new cybersecurity standard that can reduce the chance of a successtul cyber incident. As an architectural framework, zero
trust complements what already exists in the security stack, enabling your customer to gradually make improvements by adding solutions, service provider expansions, integrations or
strategic capability consolidations?®

Identifying Edge Devices and Endpoints @
Establishing Trust Boundaries @)

Implementing Secure Access Technologies 0

Leveraging ldentity and Authentication Mlechanisims Q

Monitoring and Visibility @

Solutions to consider @

Opportunities for
MSPs/IMSSPs
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Designing the Zero-lrust Edge Architecture

VVendor Solutions for

A zero-trust architecture (ZTA) helps your customer manage today’s most pressing cybersecurity and audit concerns. By instilling the core zero-trust principles of “never trust, always Al-Powered C\/bersecu rity
verity” and “assume breach,” you can help bring about a new cybersecurity standard that can reduce the chance of a successtul cyber incident. As an architectural framework, zero

trust complements what already exists in the security stack, enabling your customer to gradually make improvements by adding solutions, service provider expansions, integrations or 1. Increasing the reliability of the sites by using
strategic capability consolidations all the links available at the site (move to

active-active configuration).

— ldentifying Edge Devices and Endpoints
Q 2. Getting away from VIPLS and shifting to all

Even as your customer continues to add devices—including IoT and mobile devices, as well as remote workstations—they need to ensure reliability out to the edge. Start by internet.
mapping their environment, including on-premises data centers and cloud services. Then, list all endpoints, specifically the devices that end-users are using. Include any mobile
devices—smartphones, tablets, laptops, etc.—and both company-owned and personal workstations. Any devices that will be accessing the network and resources need to be on the
list. In thinking only about remote offices when deploying ZTE, your customer may be missing vulnerable connection points.

i
|

4. Decreasing your MIPLS costs by

some of the traffic to internet, such as'

Establishing Trust Boundaries @ 5. Securing SD-WAN traffic. @)

Implementing Secure Access Technologies @ 5. Securing remote workioriiN) WA

Leveraging ldentity and Authentication Mechanisims 0

Monitoring and Visibility @

/. Replacing VVPN.

3. Replacing legacy routers and \WAN
optimization controllers.
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Designing the Zero-lrust Edge Architecture

A zero-trust architecture (ZTA) helps your customer manage today’s most pressing cybersecurity and audit concerns. By instilling the core zero-trust principles of “never trust, always
verity” and “assume breach,” you can help bring about a new cybersecurity standard that can reduce the chance of a successtul cyber incident. As an architectural framework, zero
trust complements what already exists in the security stack, enabling your customer to gradually make improvements by adding solutions, service provider expansions, integrations or
strategic capability consolidations®

Identifying Edge Devices and Endpoints @)

— Establishing Trust Boundaries @)

« Segmenting network zones® - Network segmentation is a core concept in a zero-trust security strategy that involves dividing a network into distinct, secure zones or
segments. Each segment contains network objects that share similar security requirements, such as workstations, servers and devices. This granular approach helps to confine
the impact of a breach to the compromised segment, making it more difficult for attackers to move laterally across the network.

» Defining access control policies™ - Access control policies regulate access to resources within your customer’s environment, minimizing risk to the organization. It can be
physical in controlling access to tangible assets or logical by managing connections to networks, system files and data. Zero trust guides the development and implementation of

access control policies, while access control policies enforce zero trust to ensure that only authenticated and authorized users and devices gain access to specific resources.

o Implementing software-defined perimeters (SDPs)" - A zero-trust implementation using SDPs enables your customer to defend new variations of old attack methods
that are constantly surfacing in existing perimeter-centric networks. Implementing SDP improves the security posture of organizations challenged to continuously adapt to
expanding attack surfaces that are increasingly more complex.

Implementing Secure Access Technologies @)
Leveraging ldentity and Authentication Mechanisims 0
Monitoring and Visibility @

Solutions to consider @
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Designing the Zero-lrust Edge Architecture

\Vendor Solutions for

A zero-trust architecture (ZTA) helps your customer manage today’s most pressing cybersecurity and audit concerns. By instilling the core zero-trust principles of “never trust, always Al-Powered C\/bersecu rity
verify” and “assume breach,” you can help bring about a new cybersecurity standard that can reduce the chance of a successtul cyber incident. As an architectural framework, zero

trust complements what already exists in the security stack, enabling your customer to gradually make improvements by adding solutions, service provider expansions, integrations or 1. Increasing the reliability of the sites by using
strategic capability consolidations all the links available at the site (move to

active-active configuration).

ldentifying Edge Devices and Endpoints
0 2. Getting away from \MPLS and shifting to all

Establishing Trust Boundaries @ nternet,

—Implementing Secure Access Technologies 0 3. Having more control over applications.
« ZTNA solutions' - ZTNA implementation can be either endpoint-initiated or service-initiated. In an endpoint- N | ) RS .
initiated architecture, the user initiates access to an application from an endpoint-connected device. A device-based 4. Decreasing y Ou.r \Y P!-S COS’[{S&% - é1 |
agent communicates with the ZTNA controller to authenticate and connect the user to the needed service. In a service- Offices Private Data Work from some of the traffic to 'ntemet:z.;;_;sz_ﬁ b
initiated ZTNA, the connection is initiated by a broker between application and user. This requires a lightweight Center Anywhere | E*%é% \ 4
ZTNA connector to sit in front of the business applications located either on-premises or at cloud providers. Once the ‘ 5. Securing SD-WAN traffic. m
outbound connection from the requested application authenticates the user or application, traffic will flow through Web Proxy Policy Malware 1.7 1

. 1. . L . . . . Enf Detecti
the ZTNA service provider, isolating applications from direct access via a proxy. The advantage here is that no agent is morepment sreston

required on end-user devices, making it a better option for unmanaged or BYOD devices for partner access. G.Securing remote workfo rce.j'-- _1'5"':-::’_'"'-

Secure \Web Gateway

« Software-defined wide area network (SD-WAN)® - Zero-trust SD-WAN securely connects users, IoI/OT devices URL Filter ol p Sandbox  Traffic Inspection 7. Replacing \VPN. AN
and servers without the complexity of VPNs. Instead of implicit trust within the network perimeter, it instead assumes WY
that verification and scrutiny are prerequisites for granting access. Zero-trust SD-WAN can help enhancethe security of — : 3 Replacing | / 4 WAN i, VA e
remote locations, while mitigating cyber risk, lowering cost and complexity and enhancing business agility. ol ()@V‘ - | ep gcmg egacy routefs ah LA %
' optimization controllers.
i . Interface Real Ti Live 24/7
e Secure web gateways (SWWGs)™ - The SWG sits between users and the internet to filter traffic and enforce Analytics Monitoring
acceptable use and security policies. Its capabilities include URL filtering, anti-malware and threat prevention and . |
application control capabilities. Deployment can take several forms, including on physical servers, cloud-based virtual § 2 oRpACLE SAP4
. . L. c® @ Web
machines and services and software applications. B Traffic
sg| Z00MmM aWws
é—; = Public Internet
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Designing the Z 'rust Edge Architect
g g g \Vendor Solutions for
A zero-trust architecture (ZTA) helps your customer manage today’s most pressing cybersecurity and audit concerns. By instilling the core zero-trust principles of “never trust, always Al-Powered C\/berSeCU rity
verity” and “assume breach,” you can help bring about a new cybersecurity standard that can reduce the chance of a successtul cyber incident. As an architectural framework, zero
trust complements what already exists in the security stack, enabling your customer to gradually make improvements by adding solutions, service provider expansions, integrations or 1. Increasing the reliability of the sites by using

strategic capability consolidations® all the links available at the site (move to

active-active configuration).

Identifying Edge Devices and Endpoints @)

2. Getting away from MIPLS and shifting to all
Establishing Trust Boundaries @) nternet.

Implementing Secure Access Technologies Q

— Leveraging ldentity and Authentication Mechanisms Q

« \ulti-factor authentication (IMIFA)* - MFA is a key component of zero trust, providing an extra layer of security by requiring multiple forms of verification before granting
access to resources. MFA reduces the risk of identity theft and phishing, requiring more than just a username and password and enhances MFA security by continuously | .
validating the user’s identity, even after initial access has been granted. This continuous authentication and authorization process ensures that any change in the user’s 0. Securing SD-WAN traffic. [ VAN

behavior or status triggers a re-authentication, further bolstering security. A=A

6.Securing remote workforee, 7y &

 |ldentity federation™ - Identity federation includes the technology, policies, standards and processes that allow organizations to accept digital identities, attributes and
credentials to securely share information in compliance with access policies. They may have identity, credential and access management implementations of varying maturity

and likely implementations that complicate sharing. Zero-trust mechanisms do not remove these requirements, even when sensitive data creates excessive risk or when
maturity levels vary widely.

/. Replacing VPN,

8.Replacing legacy routers and WAN 7
« Continuous authentication® - A key part of zero trust, continuous authentication assumes that all users, devices, applications and resources are vulnerable at any given optimization controllers. K1
time. This identity verification method verifies a user’s identity in real-time, from the beginning of their session to the end. It makes zero trust possible by verifying the identity

of users behind company devices at all times, with the goal of keeping intruders from accessing enterprise resources.
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Designing the Zero-lrust Edge Architecture Vendor Solutions for

A zero-trust architecture (ZTA) helps your customer manage today’s most pressing cybersecurity and audit concerns. By instilling the core zero-trust principles of “never trust, always Al-Powered C\/bersecu rlt\/
verify” and “assume breach,” you can help bring about a new cybersecurity standard that can reduce the chance of a successtul cyber incident. As an architectural framework, zero

trust complements what already exists in the security stack, enabling your customer to gradually make improvements by adding solutions, service provider expansions, integrations or

1. Increasing the reliability of the sites by using
strategic capability consolidations®

all the links available at the site (move to
active-active configuration).

Identifying Edge Devices and Endpoints 0 2. Getting away from MPLS and shifting to all

INnternet.

Establishing Trust Boundaries @)

Implementing Secure Access Technologies @) 3. Having more control over applisSigs,

Leveraging ldentity and Authentication Mechanisims Q

—Monitoring and Visibility @

. . | o , , , , , | 5.Securing SD-WAN traffic. = /0
» Nletwork traffic analysis (NTA) - NTA solutions use a combination of machine learning, behavioral modeling, and rule-based detection to generate a baseline that reflects >
what normal network behavior looks like for your customer. When abnormal traffic patterns or irregular network activities are detected, these tools alert you to the potential LT/
threat. 6. Securing remote workforce. 7, &

» Endpoint detection and response (EDR)® - EDR and zero trust work together to identify and respond to threats on endpoints, such as desktops, laptops and servers. Zero
trust reduces a network’s attack surface by eliminating implicit trust of users and devices. EDR provides visibility and remediation insight beyond basic security and enables an
organization to better understand the nature of incidents, their root causes and how to effectively address them.

/. Replacing VPN,

8.Replacing legacy routers and WAN e ¢
« Security information and event management (SIEM)" - SIEM enables your customer to continuously monitor their infrastructure for signs of potential threats or optimization controllers. 17/
risks. It uses Al to spot changes and patterns matching current threats and proactively provides—and prioritizes—alerts on potential issues, ensuring their team can better

focus their time and resources. While creating this zero-trust environment can quickly overwhelm users, using SIEM as part of zero trust gives your customer visibility and
security—without disrupting the user experience.
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Designing the Zero-lrust Edge Architecture

A zero-trust architecture (ZTA) helps your customer manage today’s most pressing cybersecurity and audit concerns. By instilling the core zero-trust principles of “never trust, always
verity” and “assume breach,” you can help bring about a new cybersecurity standard that can reduce the chance of a successtul cyber incident. As an architectural framework, zero
trust complements what already exists in the security stack, enabling your customer to gradually make improvements by adding solutions, service provider expansions, integrations or

strategic capability consolidations®

Identifying Edge Devices and Endpoints @

Establishing Trust Boundaries @

Building a
Zero-Trust Edge

Understanding
Principles

Designing the

Architecture

Implementing Secure Access Technologies 0

Leveraging ldentity and Authentication Mechanisims @

Solutions to consider &
Dell Technologies

» Dell EMC PowerEdge Servers -These servers provide a
cyber-resilient infrastructure with built-in security features
that support zero trust principles. They offer secure boot,
system lockdown and firmware protection.

e Dell EMC OpenlMlanage -This suite includes tools for
managing and automating server infrastructure, ensuring
consistent security configurations and compliance with
zero trust policies.

» Dell EMIC PowerScale -This scale-out NAS solution
follows the zero trust model and can be deployed across the
enterprise, from edge to core to cloud, handling demanding
file-based workloads securely.

HPE Aruba

« HPE Aruba Networking Zero Trust Nletwork Access
(ZTNA) -This advanced ZTNA service uses identity, policy
and context to broker secure, one-to-one connections to
private apps (even VoIP, AS400 and ICMP)—replacing VPN
without network access or exposure.

« Secure web gateway (SWWG) - Using advanced SSL
inspection, URL filtering and DNS filtering, this SWG
ensures that authorized users get fast, secure internet
access—while protecting the business from Internet- based
threats.

« Cloud access security broker (CASB) - This solution
mediates the connections between users and cloud
applications, helps discover shadow IT to apps and ensures
sensitive data in motion remains protected, while helping
prevent cyberthreats.

Building Policies
and Controls

Challenges and
Considerations

Palo Alto Nletworks

Palo Alto’s portfolio of platforms consolidates best-in-class
capabilities under a single, unified cybersecurity solution to
outpace cyberthreats with:

e Nletwork Security - Leverage an industry-leading firewall
platform and comprehensive Prisma SASE solution
available across hardware, software and cloud-based form
factors.

e Cloud Security - Comprehensive security through Prisma
Cloud from development to runtime across multicloud and
hybrid environments

e Security Operations - A new approach to SOC with

Cortex XDR, XSOAR and XSIAM providing advanced
visibility, data, analytics and automation capabilities.

Opportunities for
MISPs/MSSPs

Contact Us Sponsors

\/endor Solutions for
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