
“We had to get SOX 
compliance done and  
we had to get it done 
quickly. This definitely 
justified the cost and 
delivered the ROI we 
were looking for.”

LEE RYAN

VP of InfoSec Operations 

Architecture & Engineering
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Overview
Tʥ͡Ʌ̅΢ɣ̓δնډÅ˵Ʌշډʥ͡ډǷډʈˑ̅ȾǷˑډˑɣǷɑɣ̓ډʥ˵ډ˵̅˵ՎʃʥɅͲʥ̅˵ډɣ˵Ͳɣ̓ͲǷʥ˵ˮɣ˵Ͳն͡ډɣ̓΢ʥ˵ʈډǷ̹ډǷ͡͡ʥ̅˵ǷͲɣډ
Ƿ΁ɑʥɣ˵Ʌɣ̅ډʃ͡ډ΁̹ɣ̓ʃǷ˵͡ډǷ̓̅΁˵ɑډͲʒɣډΦ̅̓ˑɑډΦʥͲʒډɅ̅˵Ͳɣ˵ͲډͲʒǷͲډʥ˵̹͡ʥ̓ɣ͡նډʥ˵ʃ̅̓ˮ͡նډǷ˵ɑډ
ɣ˵Ͳɣ̓ͲǷʥ˵͡շډƘʒɣډɅ̅ˮ̹Ƿ˵δډɑɣˑʥ΢ɣ̓̅͡ډ΢ɣ̓ډԕնԋԋԋډʒ̅΁̓̅͡ډʃ̓̅ډʥʈʥ˵Ƿˑ̹̅̓ډʈ̓Ƿˮˮʥ˵ʈډɣǷɅʒډ
δɣǷ̓ډΦʥͲʒډɅǷͲɣʈ̅̓δډˑɣǷɑɣ̓͡ʒʥ̹ډǷɅ̓̅͡͡ډɑɣɣ̹ˑδډˑ̅΢ɣɑډɅ̅˵Ͳɣ˵Ͳډʈɣ˵̓ɣ͡ډǷ̓̅΁˵ɑډͲʒɣډΦ̅̓ˑɑշډ
Tʥ͡Ʌ̅΢ɣ̓δնډÅ˵Ʌշե̹̅̓͡ډʈ̓Ƿˮˮʥ˵ʈډʥ˵Ʌˑ΁ɑɣ͡ډTʥ͡Ʌ̅΢ɣ̓δډIʒǷ˵˵ɣˑնډ�˵ʥˮǷˑډŵˑǷ˵ɣͲնډƊɅʥɣ˵Ʌɣډ
IʒǷ˵˵ɣˑնډƘėIն̅̅�ډɑډĪɣͲΦ̅̓ˉնډ¡�ƘǄնډǷ˵ɑډƘ̓Ƿ΢ɣˑډIʒǷ˵˵ɣˑډǷ˵ɑډʥ͡ډǷ΢ǷʥˑǷȾˑɣډʥ˵ډԍԍԋډ
Ʌ̅΁˵Ͳ̓ʥɣ͡ډǷ˵ɑډͲɣ̓̓ʥͲ̅̓ʥɣ͡նډǷ˵ɑډʥ˵ډԑԋډˑǷ˵ʈ΁Ƿʈɣ͡շ

Challenge

The company’s popularity meant they managed large amounts of digital customer and 
company data that was subject to compliance regulations and regular audits. To 
respond efficiently to these audits, Discovery, Inc. needed clearer visibility into their 
data estate. 

There were several factors that contributed to this challenge. Michael Gillenwalters, 
Senior Manager of Infosec Engineering, explained that “back in 2018, we were in the 
middle of a merger. We had a flurry of personnel changes. Much of the older data hadn’t 
been refactored to be accessible to a new toolset.” 

Discovery, Inc. initially used Imperva’s SecureSphere to pinpoint certain schemas and 
security controls they needed to address, and to then adopt those security controls as 
required. Using SecureSphere, the company was able to conduct the data discovery 
scanning needed to gain the visibility required for compliance. 

“SecureSphere [Data Activity Monitoring] enabled us to see data down to granular 
levels,” added Lee Ryan, Discovery, Inc. VP of InfoSec Operations Architecture and 
Engineering. “The toolset we had been using before didn’t offer this level of detail. The 
data was there, but it was difficult to use it for compliance.”

Deployment

To help address the challenge of scaling compliance requirement coverage into the 
cloud, Discovery, Inc. turned to Imperva and its Platinum Partner, GuidePoint Security, a 
cybersecurity consultancy that helps organizations minimize cyber risk. Discovery, Inc. 
was expanding into a more cloud-native infrastructure and needed to extend their 
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“If we had not begun 
using the Åˮ̹ɣ̓΢ǷډTǷͲǷډ
ƊɣɅ΁̓ʥͲδډ�ǷȾ̓ʥɅ, we 
would have been 
compelled to maintain a 
custom-written solution 
and support the time 
consuming process of 
ingesting and analyzing 
transactional data from 
all cloud and non-cloud-
based sources.”

MICHAEL GILLENWALTERS

Senior Manager of  

Infosec Engineering

imperva.com

compliance requirements coverage to both on-premises and cloud-native technologies. 
The GuidePoint Security team and Imperva worked with Discovery Inc. to help the 
company in their shift to the cloud.

¡Ƿ΢ʥ˵ʈډͲʒɣډɑǷͲǷډ΢ʥ͡ʥȾˑɣډͲʒ̓̅΁ʈʒډǷ͡ډʥ˵ʈˑɣ̹ډǷ˵ɣ̅ډʃډʈˑǷ̹̓͡͡ډɣ͡ɣ˵ͲɣɑډǷ͡ډʥʈ˵ʥʃʥɅǷ˵ͲډɅʒǷˑˑɣ˵ʈɣډ
ʃ̅̓ډͲʒɣډɅ̅ˮ̹Ƿ˵δշډթ�͡ډΦɣډˮʥʈ̓ǷͲɣډʥ˵Ͳ̅ډͲʒɣډɅˑ̅΁ɑնډΦɣډ˵ɣɣɑډͲ̅ډˮǷʥ˵ͲǷʥ˵̅ډ΁̓ډ΁˵ɑɣ̓͡ͲǷ˵ɑʥ˵ʈډ
̅ʃ̅ډ΁̓ډɑǷͲǷډʃ̅̅Ͳ̹̓ʥ˵ͲډǷ˵ɑډˮɣɣͲډɑǷͲǷ͡ډɣɅ΁̓ʥͲδډǷ˵ɑډɅ̅ˮ̹ˑʥǷ˵Ʌɣ̓ډɣ̿΁ʥ̓ɣˮɣ˵Ͳ͡նժډɣί̹ˑǷʥ˵ɣɑډ
�ʥˑˑɣ˵ΦǷˑͲɣ̓͡շډթĿ΁̓ډȾ΁͡ʥ˵ɣ̹̅͡͡ډɣ̓ǷͲʥ̅˵͡ډΦ̅̓ˉډΦʥͲʒډˑǷ̓ʈɣډ΢̅ˑ΁ˮɣ̅͡ډʃډɑǷͲǷډʥ˵ډɅ̓ʥͲʥɅǷˑډ
͡δ͡Ͳɣˮ͡շډǇɣډΦɣ̓ɣ̹̓ډɣ̹Ƿ̓ɣɑډͲ̅ډɅ̅˵Ͳʥ˵΁ɣډˮɣɣͲʥ˵ʈ̅ډ΁̓ډɅ̅ˮ̹ˑʥǷ˵Ʌɣ̓ډɣ̿΁ʥ̓ɣˮɣ˵Ͳ͡նډΦɣډ
ΦǷ˵ͲɣɑډͲ̅ډˮǷˉɣډʥͲډɣǷ͡ʥɣ̓ډͲ̅ډɑʥ͡Ʌ̅΢ɣ̓ډɑǷͲǷ͡ډ΁ɅɅɣ͡͡ʃ΁ˑˑδډʥ˵ډͲʒɣډɅˑ̅΁ɑշډĿ΁̓ډˑɣʈǷɅδډÅˮ̹ɣ̓΢Ƿډ
ʥ˵ʃ̓Ƿ͡Ͳ̓΁ɅͲ΁̓ɣډɅ̅΁ˑɑډ˵̅ͲډȾɣډǷ̹̹ˑʥɣɑډͲ̅ډɅˑ̅΁ɑډɑǷͲǷډʥ˵ʃ̓Ƿ͡Ͳ̓΁ɅͲ΁̓ɣնډȾ΁ͲډÅˮ̹ɣ̓΢ǷډTǷͲǷډ
ƊɣɅ΁̓Ͳʥδډ�ǷȾ̓ʥɅډɅǷ˵շժ

Å˵ډ�ɣȾ̓΁Ƿ̓δډԍԋԍԌնډTʥ͡Ʌ̅΢ɣ̓δնډ Å˵Ʌշډɑɣ̹ˑ̅δɣɑډ Åˮ̹ɣ̓΢ǷډTǷͲǷډƊɣɅ΁̓ʥͲδډ�ǷȾ̓ʥɅډ Ͳ̅ډǷ΁ʈˮɣ˵Ͳډ
Ͳʒɣډ ƊɣɅ΁̓ɣƊ̹ʒɣ̓ɣډ ʥ˵ʃ̓Ƿ͡Ͳ̓΁ɅͲ΁̓ɣډ Ƿ˵ɑډ ̹̓̅΢ʥɑɣډ ΢ʥ͡ʥȾʥˑʥͲδډ ʥ˵Ͳ̅ډ Ʌˑ̅΁ɑՎȾǷ͡ɣɑډ ɑǷͲǷډ ̅͡΁̓Ʌɣ͡ډ
ʃ̅̓ډɅ̅ˮ̹ˑʥǷ˵Ʌɣշډ թǇɣډʒǷɑډǷډƊǷ̓ȾǷ˵ɣ͡ՎĿίˑɣδډ ԸƊĿǎԹډ ̓ɣ̿΁ʥ̓ɣˮɣ˵ͲډǷͲډ Ͳʒɣډɣ˵ɑ̅ډʃډԍԋԍԋډ Ͳ̅ډ
Ʌ̅΢ɣ̓ډǷˑˑ̅ډʃ̅ډ΁̓ډɑǷͲǷȾǷ͡ɣډǷɅɅɣ͡͡ډˮ̅˵ʥͲ̅̓ʥ˵ʈډʃ̅̓ډǷˑˑ̅ډʃ̅ډ΁̓ډƊĿǎՎ͡Ʌ̹̅ɣɑډʥ˵ʃ̓Ƿ͡Ͳ̓΁ɅͲ΁̓ɣնժډ
�ʥˑˑɣ˵ΦǷˑͲɣ̓͡ډɣί̹ˑǷʥ˵͡շډթǇɣډˮǷ˵ǷʈɣɑډͲ̅ډȾ΁ʥˑɑډǷډɅ΁͡Ͳ̅ˮډŵδͲʒ̅˵͡ډɅ̓ʥ̹ͲډͲʒǷͲډʥ˵ʈɣ͡ͲɣɑډɑǷͲǷډ
ʃ̓̅ˮډ Ʌˑ̅΁ɑډ ̅͡΁̓Ʌɣ͡նډ Ⱦ΁Ͳډ ʥͲډ ̓ɣ̿΁ʥ̓ɣɑډ Ƿډ ̹ʒɣ˵̅ˮɣ˵Ƿˑډ Ƿˮ̅΁˵Ͳډ ̅ʃډ Φ̅̓ˉշժډ Åˮ̹ɣ̓΢Ƿډ TǷͲǷډ
ƊɣɅ΁̓ʥͲδډ �ǷȾ̓ʥɅډ ɣ˵ǷȾˑɣ͡ډ Ƿډ ΁˵ʥʃʥɣɑնډ ˮ΁ˑͲʥՎδɣǷ̓ډ ΢ʥɣΦډ ̅ʃډ Ƿˑˑډ ̅˵Վ̹̓ɣˮʥ͡ɣډ Ƿ˵ɑډ Ʌˑ̅΁ɑډ ɑǷͲǷډ
̅͡΁̓Ʌɣ͡շډ �ʥˑˑɣ˵ΦǷˑͲɣ̓͡ډ Ʌ̅˵Ͳʥ˵΁ɣ͡նډ թÅʃډ Φɣډ ʒǷɑډ ˵̅Ͳډ Ⱦɣʈ΁˵ډ ΁͡ʥ˵ʈډ Åˮ̹ɣ̓΢Ƿډ TǷͲǷډ ƊɣɅ΁̓ʥͲδډ
�ǷȾ̓ʥɅնډΦɣډΦ̅΁ˑɑډډʒǷ΢ɣډȾɣɣ˵ډɅ̅ˮ̹ɣˑˑɣɑډͲ̅ډˮǷʥ˵ͲǷʥ˵ډǷډɅ΁͡Ͳ̅ˮՎȾ΁ʥˑͲ̅͡ډˑ΁Ͳʥ̅˵ډǷ˵ɑډʒǷɑډͲ̅ډ
̹̅ɣ̓ǷͲʥ̅˵Ƿˑʥϋɣډ ډ΁̹̹̅̓Ͳ͡ډǷ˵ɑډ ʥͲډ Ͳ̅ډ ʥ˵ʈɣ͡ͲډǷ˵ɑډǷ˵Ƿˑδϋɣډ Ͳ̓Ƿ˵͡ǷɅͲʥ̅˵ǷˑډɑǷͲǷډ ʃ̓̅ˮډǷˑˑډ Ʌˑ̅΁ɑډ
Ƿ˵ɑډ˵̅˵ՎɅˑ̅΁ɑՎȾǷ͡ɣɑ̅͡ډ΁̓Ʌɣ͡շժ

To deployډÅˮ̹ɣ̓΢ǷډTǷͲǷډƊɣɅ΁̓ʥͲδډ�ǷȾ̓ʥɅ, Discovery, Inc. needed to onboard assorted 
databases to run its application for a large audience, against a hard deadline. They 
achieved this by leveraging technical documentation and by having stakeholders on 
board. “From the first meeting, it is important to have the right people and technical 
resources in place,” said Ryan. “That means involving the business partners, the DBAs, 
and the people working with the application and the databases themselves.”

Results
While Discovery, Inc. were on track to meet compliance requirements,ډÅˮ̹ɣ̓΢ǷډTǷͲǷډ
ƊɣɅ΁̓ʥͲδډ�ǷȾ̓ʥɅډmade it much easier for them to achieve the visibility they needed for 
compliance, particularly in their new AWS environment. The discovery scanning, 
capacity to make extending compliance requirements to cloud data easier, and efficient 
console managementډÅˮ̹ɣ̓΢ǷډTǷͲǷډƊɣɅ΁̓ʥͲδډ�ǷȾ̓ʥɅډprovided has helped Discovery, Inc. 
save significant time and effort compared to the resources required to operationalize 
and support a custom-written solution to analyze their data. “Fortunately, we don’t have 
to maintain that Frankenstein script that I wrote anymore,” Gillenwalters concluded, “we 
have native support for those compliance requirements now.”

Discovery, Inc. hails the project as a success. “We knew we could get SOX compliance 
done andډÅˮ̹ɣ̓΢ǷډTǷͲǷډƊɣɅ΁̓ʥͲδډ�ǷȾ̓ʥɅډcapabilities enabled us to get it done faster and 
more easily. Those two factors definitely justified the cost and delivered the ROI we 
were looking for,” concluded Gillenwalters.
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The future for Discovery, Inc. 
and Imperva
What does the future hold for Discovery, Inc., and Imperva? “We are looking to create 
a bigger data security program,” said Gillenwalters. “We’re doing the right thing by 
checking the [compliance] box and getting the reports out to the right people, but we 
want to do more than just supply a report. We want to simplify process improvements 
using the tools that we already have to deliver a more mature security posture. These 
improvements could include incident response and creating the ability to get ahead of 
a policy violation without having to go through a larger mechanism of change control,  
for example.” 

As the company continues on its impressive superfan creation trajectory, it will be relying 
on Imperva to help to scale its security strategy to meet all the new regulatory and data 
protection challenges along the way.

ըǇɣډΦǷ˵ͲډͲ̅͡ډʥˮ̹ˑʥʃδډ
̹̓̅Ʌɣ͡͡ډʥˮ̹̓̅΢ɣˮɣ˵Ͳ͡ډ
΁͡ʥ˵ʈډͲʒɣډͲ̅̅ˑ͡ډͲʒǷͲډΦɣډ
Ƿˑ̓ɣǷɑδډʒǷ΢ɣډͲ̅ډɑɣˑʥ΢ɣ̓ډǷډ
ˮ̅̓ɣډˮǷͲ΁̓ɣ͡ډɣɅ΁̓ʥͲδډ
̹̅͡Ͳ΁̓ɣշډƘʒɣ͡ɣډ
ʥˮ̹̓̅΢ɣˮɣ˵Ͳ͡ډɅ̅΁ˑɑډ
ʥ˵Ʌˑ΁ɑɣډʥ˵Ʌʥɑɣ˵Ͳډ
̓ɣ̹̅͡˵͡ɣډǷ˵ɑډɅ̓ɣǷͲʥ˵ʈډ
ͲʒɣډǷȾʥˑʥͲδډͲ̅ډʈɣͲډǷʒɣǷɑډ
̅ʃډǷ̹̅ډˑʥɅδډ΢ʥ̅ˑǷͲʥ̅˵ډ
ΦʥͲʒ̅΁ͲډʒǷ΢ʥ˵ʈډͲ̅ډʈ̅ډ
Ͳʒ̓̅΁ʈʒډǷډˑǷ̓ʈɣ̓ډ
ˮɣɅʒǷ˵ʥ͡ˮ̅ډʃډɅʒǷ˵ʈɣډ
Ʌ̅˵Ͳ̓̅ˑնډʃ̅̓ډɣίǷˮ̹ˑɣ.”

MICHAEL GILLENWALTERS

Senior Manager of  

Infosec Engineering
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